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OFFSITE SECURITY GUIDE

THE ROLE OF THE JUDICIAL SECURITY DIVISION IN OFFSITE SECURITY

Since 1789, the U.S. Marshals Service (USMS) has been the enforcement arm of the federal courts and has had
the responsibility for protecting the federal justice process. The federal courts preside over a multitude of cases
including those with unique security considerations. Due to the high profile nature of these cases, the stature of
federal judges presiding over them, and the symbolic significance of court facilities that house them, the U.S.
Marshals function to confront and overcome threats to the security and integrity of the federal judicial process.
Protecting court officials is a responsibility that permits no errors. It is also important to remember that threats
do not stop at the courthouse. It is easier for a potential attacker to challenge the judicial family away from a
secure building. Commitment to security has to be practiced on your commute, at your house, and in today’s
cyber environment. Security is a comprehensive effort accomplished by effectively employing preventative
measures and continuously developing and implementing innovative protective tactics.

United States Marshals Service « Judicial Security Division « National Center for Judicial Security
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The Role of District Leadership in Offsite Security

The U.S. Marshal in each of the 94 districts is responsible for the security mission. To further the security
mission, the U.S. Marshal, the Chief Deputy, the Judicial Security Inspector (JSI), and Protective Intelligence
Investigator (PII)/District Threat Investigator (DTI) work as a team to assure the safety of each protected
person.

The USMS uses a 360 degree approach to security that employs both an offensive and defensive strategy. The
offensive strategy is embodied by the PII/DTI. The PII/DTI are responsible for investigating and mitigating
potential threats and inappropriate communications. The defensive strategy is embodied by the JSI, who will
help you become 2 harder target to would be assailants and increase your ability to be an active participant in
your own security.

Not only does district leadership coordinate security at the courthouse, they also provide you and your family
with information to help you improve your personal safety when you are away from the office. To
accomplish this, the district begins with a security interview and provides:

« Residential security surveys
» Access to a home alarm system

+ Travel security information

United States Marshals Service ¢ Judicial Security Division « National Center for Judicial Security
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Security Interviews

The USMS conducts a security interview with you and your family regarding everyday activities to aid in the
development of an individualized security plan. It is important that your plan be practical so that you can
incorporate it into your family’s daily routine. -

Assisting you in taking the necessary steps to ensure your safety is a priority for the USMS. In order to best
represent your security interests, the USMS needs to collect basic facts about you and your family. This
information can be crucial in an emergency situation. This information will only be utilized by the USMS, if
necessary, for your protection; it WILL NOT be shared with external persons/agencies.

In order to collect vital personal security information, the USMS will ask you to complete a Form USM-50,
Judicial Personnel Profile. The information in this profile allows the USMS to assist you in developing the
best plan for your security and for the security of your family, Some of the information collected is:

» Full names and dates of birth of you and your family members

» Location of your children’s school(s)

» Name of primary care physicians and any medical issues (allergies, etc.)
» Emergency contact information for you and your spouse

» Your residential information

s Vehicle information

United States Marshals Service ¢ Judicial Security Division » National Center for Judicial Security
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Each year the USMS will need you to provide updates for your Form USM-50 on file. Please indicate any
changes that have occurred during the past year, including new or different cell phone numbers, new
vehicles, pets, or any changes in your household. Detailed and accurate information is critical, as it allows the
USMS to assess your individual security plan.

Annually, the USMS offers a personal security briefing with you and your family on safety while at home and
out in public. The briefing gives you and your family the opportunity to get acquainted with USMS protocol
regarding response in the event of an emergency. This briefing also informs you and your family of the
proper steps you should take in an emergency and what to expect.
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The USMS ensures that your local law enforcement agency is aware that you are a protected person. In the
event of an emergency, your local law enforcement agency will likely be the first to respond, so it is important
for them to know your position, particularly if the emergency is job-related. Working closely with your local
law enforcement agency, the USMS flags your address within the 9-1-1 system, thus ensuring the USMS is
also notified any time there is an emergency call placed from your home.

United States Marshals Service » Judicial Security Division » National Center for Judicial Security
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UNDERSTANDING THE THREAT

Considering the level of responsibility that federal judges hold in the federal judiciary, it should not be a
surprise that federal judges are the targets of violence. A federal judge is more likely to encounter threats
outside the courtroom rather than inside. Since the implementation of weapons screening and metal detectors
at the courthouse in 1978, there have been assassination attempts against six federal judges, all of which
occurred away from the courthouse.

Attacks on Judges

The first of the aforementioned assassinations was of U.S. District Judge John H. Wood, Jr., who was shot
and killed by Charles Harrelson in the judge’s driveway. Harrelson was hired by drug dealer Jamiel Chagra of
El Paso, Texas, who anticipated a long sentence from Judge Wood for drug offenses.

In another assassination, retired police officer Charles L. Koster used a handgun to kill U.S. District Judge
Richard Daronco while the judge was doing yardwork at his home. Koster was motivated to kill Judge
Daronco out of anger over the ruling involving his daughter in a sex discrimination and sexual harassment
case that favored her employer.

Federal Appeals Court Judge Robert Vance was killed at his home when he opened a package containing a
mail bomb. His wife, Helen, was seriously injured. The federal government charged Walter Leroy Moody, Jr.,
with the murder, and prosecutors speculated that Moody was motivated out of anger over the appeals court
decision that refused to expunge a prior conviction of his.

In the assassination attempt of U.S. District Court Judge Timothy Corrigan, Aaron Richardson shot through
a window of the judge’s home, missing the judge by an inch. Richardson believed that eliminating Judge
Corrigan would allow him to forge an expungement order in Judge Corrigan’s name,

All four of these attacks were committed at the residences of the targeted judges who were going about their
daily routines. It is also important to note that not all the targeted judges were directly involved in the court

decisions of the assailants, most notably Judge Vance, who only sat on the appeals court and was not directly
involved in his assailant’s case.

Attacks on Families

Targeted attacks on federal judges have also resulted in harm to their families. John Buettner-Janusch sent
drug-laced chocolate candies to the home of Chief Judge Charles Brieant. The chocolates were received by the
judge’s wife, and after eating four pieces she collapsed. She would eventually recover after a week in the
hospital. Buettner-Janusch had been sentenced to prison in 1980 by Judge Brieant after being convicted of
making illegal drugs in his laboratory.

In another targeted attack, Bart Allen Ross broke into the home of District Court Judge Joan Lefkow with the
intent to kill her. Judge Lefkow’s husband and mother were the only ones home and were shot and killed by
Ross. Ross’s civil cases had been thrown out of court by Judge Lefkow. Although not the intended targets, the
families of the targeted federal judges became the victims of these attacks. These individual attacks also
demonstrate the variety of methods that assailants can use to cause harm.,

United States Marshals Service  Judicial Security Division » National Center for Judicial Security
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RESIDENTIAL SECURITY CONSIDERATIONS

Having an effective security plan at your residence will help keep you and your family safer. The plan that the
USMS establishes with you and your family should help mitigate everyday threats.

Security Assessment

The USMS will schedule an appointment with you to conduct a residential security assessment. The survey
requires you and the USMS to walk your property. The residential assessment has many benefits. In the event
of an emergency, the USMS has the layout of your home and property. As part of the assessment, you receive
recommendations to make your home more secure. After the residential survey, the USMS provides you with
the written findings of the assessment listing security recommendations. The assessment includes:

» Photos of the interior and exterior of your home
+ A floor plan of the home, including the perimeter and other structures on the property

+ An evaluation of windows and doors to include their locks

» An evaluation of your landscaping and lighting

l

United States Marshals Service « Judicial Security Division « National Center for Judicial Security
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Security Tips
» Doors/Locks:

> Install double-cylinder, dead-bolt locks in exterior doors. Remember to store the key away from the
door as opposed to leaving it in the lock.

> Pin tumbler locks are recommended over warded locks or disc tumbler locks. Invest in “pick-" or “bump-"
proof locks.

» Lock all doors and windows during the day and at night, especially when you are home.
> Install residential quality locks on all outbuildings.

> Cypher or combination locks are not recommended. The numbers on combination locks will wear over
time and make it easier to defeat the locks.

> Do not use wireless/electronic locks, as they are not tamper-proof and can be hacked.

> Replace all locks (front/back doors, garage doors, etc.) if keys are lost or stolen or if you move into a
previously occupied residence.

> Do not leave keys under mats or use any other hiding place outside of your home.

> Secure sliding glass doors with pins to prevent both horizontal and vertical movement.

United States Marshals Service » Judicial Security Division « National Center for Judicial Security
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« Lighting

> Protective lighting, such as motion detection, spot lights or timer lights are highly recommended.

» Exterior protective lighting should be placed out of reach to prohibit tampering.

> Ensure that the entire yard is illuminated at night with outward-facing lighting. Illuminate trees and
shrubs from the ground up.

¢ Exterior
» Use the advertising signs from your home alarm company.
> Trimming shrubs and trees will:
» Allow you to see if someone is hiding

» Provide good lines of sight both inside and outside the home to see anything out of the ordinary
» Allow exterior lights to be effective

» Secure sheds and ladders. Tools can be stolen and/or used to break into the residence.

> If you observe unusual activity around the exterior of your residence, do not approach. Activate your
panic alarm or contact law enforcement authorities.

United States Marshals Service « Judicial Security Division  National Center for Judicial Security
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» Garage
» Park your vehicle inside your garage. If your vehicle must be parked outside, ensure that the area is well
lit,
> If garage is attached, enter and exit your vehicle from inside your garage.

» Ensure that all family members know how to operate the garage doors manually in case of power
outages or emergency conditions.

» Keep garage doors closed and locked when not in use.

> Ensure that the door from the garage into the main house is a solid core door with a dead bolt lock.

> Ensure your garage door is closed prior to leaving
your residence.

» Have a remote starter installed on your Electronic email can be
just as dangerous as snail
mail...more information

vehicle, especially if it is parked outside.

» Mail

> Use the courthouse address for personal mail on page 7.
and all deliveries to help keep your home
address secure.

» Do not have magazine subscriptions sent to
your home address. Companies often sell
subscription lists.

> Do not use your title or any reference to your
position on your mail.

> Do not put your name on your mailbox.

> Communicate with your family about orders
and deliveries and the method of delivery.

> Refuse unordered packages.

> Do not leave mail in your mailbox overnight
or on weekends.

United States Marshals Service » Judicial Security Division « National Center for Judicial Security
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HOME INTRUSION DETECTION SYSTEM

The Court Security Improvement Act of 2007 allowed for home intrusion detection systems to be provided for
all federal judges at their primary residence. Home alarms are a proven deterrent against crime and can aid in
quickly notifying emergency services. Crime statistics show that homes without alarm systems are three times
more likely to be burglarized than those with an alarm system.

Here are a few pointers:
+ Home alarms only work when turned on! Use your alarm when you are home and away.
> According to crime statistics reported by the Federal Bureau of Investigation, 28 percent of the time, a
person is home while a burglary occurs; 26 percent of those people home are harmed by the intruder.

« According to a University of North Carolina at
Charlotte study on the habits and motivations of

burglars, 83 percent of burglars admitted they Home alarms Only work
specifically look to see if there is an alarm, and 60 when turned on! Use your

percent would change their mind if there was one
installed.

alarm when you are home
« Know how to use the emergency features. and away.

« Do not use any factory or default codes; create a
personal code that is easily remembered.

+ Make sure all family members know how to use your home alarm.

« Display decals or signs prominently on doors, windows, and in the yard to announce the presence of a
security alarm system at your residence.

+ Do not use Personally Identifiable Information for passwords, such as:
> Name » Social security number > Pet’s name
» Date and place of birth » Mother’s maiden name

The USMS will meet with you and the contracted alarm monitoring company at your home to determine
what is needed. Once funding is in place, a schedule is set and the system will be installed.

United States Marshals Service « Judicial Security Division « National Center for Judicial Security
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The system may include:

« Door alarm contacts for all exterior doors

« Alarm contacts for all basement, ground, and easily accessible second floor windows
« Motion, glass break, and/or pressure sensors

« Two control panels

+ Yard signs and window stickers (to act as a deterrent)

» Emergency panic buttons

« Sirens (indoor and/or outdoor)

The USMS and the security contractor will ensure you and your family learn how to effectively use your alarm.
Your system has the ability to be armed when you are home and when you are away. You will have a panic
code that you can enter to trigger an immediate police response. You will be shown how to assign user codes so
you can create temporary codes for house guests, contractors, or cleaners. You will also be given an instruction
manual should you forget any of this information. The USMS is always available to give you additional
training. Having and using 2 residential alarm system is an important part of your overall security plan.

United States Marshals Service » Judicial Security Division » National Center for Judicial Security
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INTERNET SECURITY

The internet has become an essential part of our daily lives. It has vastly increased the amount of public data
that is available to anyone.

PREVENTATIVE PRACTICES AND
MITIGATING RISK [ et

Although everyone is at risk and some amount of .
Personally Identifiable Information is always '
available to an individual dedicated to finding it,
preventative steps can be taken to mitigate risk and
protect Personally Identifiable Information.

« Know your digital footprint. Research yourself in
simple search engines (Google, etc.) as well as
information broker websites (PeopleFinders.com,
Pipl.com, Spokeo.com, etc.), and review your
personal licenses/ownerships/social clubs and
social media for potential leaks of Personally
Identifiable Information. A full view of this
information is known as your internet footprint.
The larger your internet footprint, the greater the
risk that you could become a victim,

* Refrain from volunteering information. Avoid
taking surveys, signing up for newsletters,
answering marketing promotions, giving
interviews, and other similar activities. If you can,
use email addresses and phone numbers that are
not in any way associated with your personal or
professional life. Never provide your .
professional/government email address or phone number as an alternate form of contact unless absolutely
necessary.

» Keep your personal computer and mobile phone updated. This includes installing anti-virus software,
running regular scans, and scheduling software updates. Refrain from using personal computers or mobile
phones for official business.

« Use strong passwords. Always use multiple character types (uppercase, lowercase, numbers, symbols) and
non-dictionary words or phrases. A common practice to break passwords is to simply try all words and
common phrases. Never use the same passwords across websites, as once one website becomes compromised,
your password and user information can be used to break into other accounts. Use of two-factor
authentication is highly recommended, as it can mitigate the damage of a compromised password.

» Check privacy settings. Especially on social media websites and mobile apps, privacy settings can make a huge
difference on what can be seen by others. Actively find the privacy settings for your Google, iTunes,
Facebook, and other accounts (even those you rarely use) to ensure the greatest acceptable privacy.

United States Marshals Service » Judicial Security Division » National Center for Judicial Security
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= Beware of publicly available wireless internet access. Coffee shops, hotels, airports, and other commercial
businesses often offer convenient wireless access. However, this access is unsecure and can pose additional

security risks.

Active Measures to Remove Exposed Personally Identifiable Information

Once you understand your digital footprint and have adopted habits to minimize the risk of further exposure,
you can take some active steps to remove Personally Identifiable Information from many (but not all) sources.
Personal information that has been removed from a particular database may be reposted online at a later date
when the company downloads a new batch of information. You may need to repeat the removal process again
if your information is reposted.

» Check with online information clearinghouses for information on how to opt out of multiple information
brokers/websites.

» Sign up for an annual free credit report and monitor activity/petition to remove errors.

» Remove yourself from free and paid people searches like Spokeo.com. Do this periodically, as listings will
likely reappear.

+ Request Personally Identifiable Information to be removed from Google.com searches. Only the most
sensitive data will be removed.

Opt-Out for Public Officials

Members of the judicial family and law enforcement may have options for opting out of public access
databases at the state and local government levels based upon their status as a public official. The options and
procedures for opting out will vary from state to state and across local government organizations.
Government offices that may offer exemption/opt-out options for law enforcement and/or federal judicial
members along with immediate family members include:

« County Clerk’s Office (local level). Example: The Lee County, Florida Clerk of Court provides a form for
U.S. Attorneys, U.S. Judges, or U.S. Magistrate Judges to request to have personal information removed
from records maintained by the Lee County Clerk’s Office.

« Property Appraiser Offices (state/local level). Example: The Duval County, Florida Property Appraiser’s
Office provides a form for U.S. Judges and Attorneys (includes immediate family) to request exempt status
of certain personal information contained in property records from disclosure.

» Department of Highway Safety/Motor Vehicles Divisions (state level). Example: Missouri and Florida
provide forms for law enforcement officers and members of the federal judiciary to request driver or motor
vehicle registration record(s) remain confidential.

» Department/Secretary of State (state level). Examples: The Property Tax Assistance Division at the Texas
Comptroller of Public Accounts provides a form for U.S. Judges, Attorneys (includes immediate family),
and federal law enforcement to restrict public access to certain information in property appraisal records.

It Is Your Responsibility

Reviewing the internet for personal information is the responsibility of each individual. Preemptive
individual efforts by judicial officials to limit their digital footprint may assist in thwarting potential threats or
efforts to gather personal information for criminal purposes. Voluntary programs, such as the Circuit
Librarian Program, should be considered to assist members of the judiciary with this task.

United States Marshals Service « Judicial Security Division » National Center for Judicial Security
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Established in 2011, the Circuit Librarian Program involves periodic searches of the Internet for results that
may be of concern to their respective judge(s). Additionally, the J-Net provides members of the judiciary
guidance on methods to seek the removal of personal information that relates to themselves and their
families.

Maintaining Internet security and protecting Personally Identifiable Information is a continual process and
an integral part of the personal safety of all members of the judicial family. Individuals should maintain
vigilance and practice proactive measures to combat compromising sensitive Personally Identifiable
Information that could affect their personal security. Reviewing and attempting to remove personal
information from internet sources should be a recurring task, as information may be repopulated by
information brokers over time. The USMS recommends that individuals review their digital footprint every
three to six months.

United States Marshals Service » Judicial Security Division « National Center for Judicial Security
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SOCIAL MEDIA

Social media sites like Facebook, Twitter, LinkedIn, and Instagram are a great way to keep in touch with
friends and family, but they can also provide too much information to the wrong parties. Use the tips below
when using social media.

Privacy Settings — Are they high
enough? ycs
You should ensure that all your security settings T o
are at their maximum so that only the people who s

you want to find you can locate your profile. This
is important for: g =

) ] V- iy —

« Friend requests — Only accept friend requests _-—
from people you know and not strangers. While
it can be appealing to have a lot of friends, if you
give them access, they can see all your posts and
other information that you share.

» Searches — Have your preferences set up so that
only friends can search for you. You do not want
a former defendant trying to “friend” you.

» Photos — Adjust your settings so that you have to
approve any photos that tag you or are posted
onto your personal timeline.

» Geotagging - Disable the services that include
your geographic location with every post and
picture.

information you should not put on social media
Sensitive personal information should be kept off social media. Some examples include:

+ Travel plans - Avoid posting information about
your vacations and times you will be away. That
information lets others know when you will be
away from home, which may present a target for
thieves.

« Favorite locations ~ Avoid discussing when and
where you will be at certain places. This
information can be used to let people know
where you are at any given time.

« Tagging — Avoid being “tagged” in photos by
disabling the feature on the appropriate app so
that people cannot gather more about you and
your family life patterns.

United States Marshals Service » Judicial Security Division » National Center for Judicial Security
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Family and staff use of social media

Make sure your family and staff are cautious about what they put on social media. If someone wants to gain
access to you, they may try to gather information through your family or staff. Instruct your family and staff
to not make posts about your whereabouts. These kinds of posts will provide another avenue for people to
gain access to you. Make sure your family and staff understand why this is important and know that it is for

their safety too.

United States Marshals Service « Judicial Security Division « National Center for Judicial Security
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TELEWORK CONSIDERATIONS

Many federal employees are no longer tied to a desk or traditional workplace. Devices and processes enabling
the extension of the physical work place have also increased the risk of theft and unauthorized disclosure of
data. The benefits of teleworking make it imperative to employ additional measures to protect data on laptops
and other mobile computing devices.

A dynamic threat environment demands our utmost vigilance and discipline. We must refine existing
protective measures to prevent or substantially mitigate any threat in or outside of the traditional workplace.

When teleworking in public spaces (e.g., libraries, coffee shops), teleworkers should have no reasonable
expectation of privacy. Vulnerabilities exist that can be exploited, even when using government-furnished
equipment with a virtual private network (VPN). Even though a VPN provides additional security, because
they carry sensitive information over an unsecure network and often allow full access to an internal
government agency network, they are attractive targets to hackers.

The following tips should be considered when connecting from a public location:

» Avoid using free Internet when in public
places.

> Use personal or government-issued mobile
hotspots.

+ Ensure devices are fully updated over trusted
networks (e.g., agency, home).

» Use a VPN or other secure access solution
provided by the agency or organization.

» Activate the VPN session immediately after
connecting to a third-party network.

» Use firewall and malware protection against
intrusion.

+ Consider the use of a screen privacy filter to ensure data is only visible to the user (directly in front of the
monitor).

» Ensure files are backed-up regularly.

United States Marshals Service » Judicial Security Division « National Center for Judicial Security
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IDENTITY THEFT

To reduce or minimize the risk of becoming a victim of identity theft or fraud, keep the following points in
mind: '
+ Be selective about giving out your Personally Identifiable Information to others unless you have a reason to
trust them. Adopt a “need to know” approach to your personal data.

« The Fair Credit Reporting Act requires each of the national consumer reporting companies, Equifax,
Experian, and TransUnion, to provide you with a free copy of your credit report at your request once every
12 months. Check your financial information regularly and look for what should and should not be there.

> Your credit report should list all bank and financial accounts under your name and will provide other
indications of whether someone has wrongfully opened or used any accounts in your name.

» Maintain careful records of your banking and financial accounts.

What to do if you become a victim of identity theft:
+ Act immediately:

> Notify the USMS

> Notify your banks

« Check whether the major credit reporting agencies have accounts in your name that were opened without
your consent. Ask them to place a “fraud alert” on your file.

« You may be advised to close some or all of your accounts. Change your PIN codes and passwords
immediately.

« Keep a record of the names and phone numbers of people with whom you discussed your case and of all
reports and supporting documents.

« Report identity theft with the Federal Trade Commission Hotline at 1-877-IDTHEFT (1-877-438-4338) or
online at www.consumer.gov/idtheft.

United States Marshals Service « Judicial Security Division » National Center for Judicial Security

18



OFFSITE SECURITY GUIDE
DAILY COMMUTE

The routine of using the same departure and arrival times, locations, routes, and other commuting habits are
common amongst most people. However, these routines make you predictable and vulnerable if you are the
subject of a threat. The following section provides guidelines that reduce your vulnerability to the common
threats that face every commuter, as well as make you a harder target for those who wish to do you harm.

Employ any one or combination of the following measures:
+ Vary your routes and times while in transit, whether it is for your daily commute to work or personal business.

» Do not use personalized license plates to identify yourself as a judge or to make yourself more readily
identifiable,

» Plan your destinations in advance and use GPS to assist.

+ Drive with doors locked. Keep windows completely closed whenever possible. All occupants should wear
seatbelts.

» Park the car yourself whenever possible, and always lock your vehicle when it is parked.

» If you must leave a key with the parking attendant, leave only the ignition key. Do not leave personal or
house keys.

» Park under streetlights or in secure spaces, and keep the car running until you feel secure exiting the
vehicle,

United States Marshals Service « Judicial Security Division « National Center for Judicial Security
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« Do not leave valuable or identifying items in plain view inside of your locked/unattended vehicle,

« Carry a cell phone with you and have a car charger available. Ensure that emergency numbers have been
pre-programmed.

+ Be alert to the possibility of being followed. If you feel you are being followed, DO NOT CONFRONT THE
FOLLOWERS.

> Be familiar with where police stations, fire departments, and hospital emergency rooms are located along
your route of travel.

« Have a second or third option of somewhere safe to go.

» Ensure that trusted persons know the locations of your pre-established safe places.

United States Marshals Service ¢ Judicial Security Division « National Center for Judicial Security
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SECURITY AWARENESS

Routine and Predictability

The two characteristics that favor a potential attacker are routine and predictability. Think about your daily
routine. Do you have a pattern?

+ Do you stop for coffee at the same stop every morning on the way to the courthouse?
* Do you stop at the same dry cleaners every Friday afternoon?
» Do you go to the same dog park every Saturday morning at 7:30?

Vary your routine as much as possible. Try to change the days or times when you would run predictable
errands, such as getting groceries, dry cleaning, dog walking, or fitness activities. When you do go to these
locations, either vary your route of travel or add the predictable errand into an itinerary with an unusual one.
Anything you can do to vary the timing, approach, and location of your routine will help to throw off any
surveillance, stalking, or would be attacks.

Another aspect of personal security away from home is polite conversation with those around you. Keep in
mind that some attacks on judicial officers have had nothing to do with the judge personally. You may
represent an icon against which they harbor ill will. Simply wearing clothing that identifies you as a judge
could lead to a confrontation with an individual.

Whether it is lunch time or after hours, here are some things to be aware of when you leave
the courthouse:

» Tell someone where you are going and for how long.
» Invite someone to join you. There is safety in numbers.
+ Remove your ID before you leave the building to avoid alerting someone to where you work.

* Be aware of your surroundings. Look for people or things that are out of place or that make you feel
unsafe,

» Notify security if you are leaving the building after hours.

« Avoid areas with high crime,

Reduce your personal risk when working at public sites:

» Identify an exit route.

+ Identify a location to meet if separated from co-worker(s).

 Watch for suspicious behavior in others.

+ Notice suspicious objects,

* Do not leave paperwork exposed for others to read.

* Do not wear clothing with government agency symbols or logos.

+ Maintain possession of computers or devices; do not leave them unattended.

» If using a mobile phone, video conferencing, or instant messaging, speak quietly and choose locations
where your phone conversations will not be overheard.

United States Marshals Service + Judicial Security Division » National Center for Judicial Security
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TRAVEL

Whether you are traveling for business or pleasure, both domestically or foreign, the USMS is your primary
contact for security information while traveling. Notify the USMS of your travel plans in advance, even if you
do not feel there are security concerns.

Provide the following information at least two weeks prior to your travel date:

« Official or personal travel

« Names of persons travelling

« Itinerary

+ Flight schedule and hotel information

You will find that the benefits to you and your family are worth the effort. You will receive as much, or as

little, security information as you request. No one will interrupt your vacation, but if an emergency occurs

while you are away, someone local will be informed you are there and that you are a federal protected person.

Domestic Travel

For domestic travel you will be provided with:

» A name and contact number in the district to which you are traveling.

« In the event of security concerns such as an open threat/inappropriate communication case against you,
that district will be briefed and provided with case background.

« With your concurrence, that district will be made aware of any specific medical or personal issue(s) that
may exist.
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Foreign Travel

For foreign travel you will be provided with:

+ A U.S. Department of State (DOS) country-specific travel report.

» Contact information of the Residential Security Officer at the embassy (or consulate) in your destination country.
» Any other security alerts for the region.

When traveling abroad, consider the following:
» Leave your personal electronic devices at home.

» Remember, you do not have the same
expectations of privacy as you would in the U.S.

» Wi-Fi may not be secure. Electronic devices are
vulnerable to hacking.

« Do not use your official identification or title on |
your travel documents.

» Use your personal passport, not an official
passport, for personal travel.

* Be careful that your itinerary is not shared with
those who do not need to know. Moreover,
direct your staff to keep discussions of your
travel plans to a minimum.

» In addition to contacting the USMS, consider
enrolling in the DOS Smart Traveler
Enrollment Program (STEP), found at
https://travelregistration.state.gov. This
program provides you with the latest travel
updates and information. By enrolling, U.S.
citizens make it easier for the U.S. Embassy or
Consulate to contact them in case of emergency.

General Travel Precautions

» Do not post travel plans on social media.

» Be aware of your surroundings at all times.
« Do not draw attention to yourself.

« Do not use your official title when making
reservations.

» Luggage tags should not reflect your official title.

» Try to obtain window seats, as these seats make
you less susceptible to being grabbed for use as a
human shield in the event of a hijacking,
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« When arriving at the airport, check your luggage as soon as possible and remain within the security area
» Select an inside hotel room (away from the street-side windowy), preferably on the 4th—10th floors.

> Selecting a room on or above the 4th floor reduces the likelihood of someone illegally accessing your
room through a window.

» Selecting a room at or below the 10th floor increases the likelihood firefighters can rescue you from
your room with their more common ladders.

For further general travel alerts, please visit www.state.gov,
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RESPONDING TO THREATS

Judges, their families, and other court personnel are-at an increased risk of harm in many of their daily
activities. Upholding the rule of law can unfortunately increase the possibility of an attack on you or your
family. It is important to always maintain situational awareness, as threats can be received in any number of
ways. The USMS publication on workplace security provides the steps to take when a threat is received.
However, not all threats will occur at the courthouse, and there are steps you can take to increase your overall
security.

Threats in Public

The day may come when you run into the person you sentenced. Or perhaps you feel you are being followed
from the courthouse to your home. What should you do? There is no “all-in-one” plan, However, by thinking
of these scenarios the next time you are on the way home or walking through the mall, you will be better
prepared if it happens. Many members of the court family run into defendants on bond or supervised release
at some point. If they acknowledge you, simply be polite and then excuse yourself. More likely than not, it
will be a peaceful encounter. If you see them a second time at another location, you should be concerned.
Report this situation immediately to the USMS.

If you are driving and feel you are being followed, stick to a known area and make a few random turns off
your route of travel, If the vehicle stays with you over time, distance, and change of direction, you may have
someone surveilling you. Immediately dial 9-1-1 on your cell phone and report, “I am Federal Judge
driving a (description of your car), and I believe I am being followed by a (description of the tail car). I am
heading (direction) on (street) passing (a known location if available), and I am requesting law enforcement
assistance.” At this point you should attempt to maintain the speed limit or slightly lower and continue on the
same road if possible to assist law enforcement in intercepting you. Maintain the call with 9-1-1 and update
them on any route variance or prominent landmarks that will assist them. When law enforcement pulls the

J
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vehicle over, continue on to a parking lot or safe distance away and await further instructions. When safe,
contact the USMS. They will be able to further assist and investigate the situation.

In most assaults, the victim is initially at a serious disadvantage. The assailant usually has a plan, often a
weapon, and sometimes accomplices. The victim, on the other hand, is likely to be unaware of an impending
attack. The bottom line is: the assailant has the advantage and your safety almost always depends on escape,
not confrontation.

On foot:

+ Run from the assailant. Attract attention.

> Do not run to a secluded area.

+ While running, make noise (scream, yell, etc.).

« Have the police emergency number programmed into your cell phone.

» If you have packages or bags, drop or throw them. You can retrieve them later.

« If all else fails, fight back!

In acar:

« Attract attention—honk your horn, flash your headlights.

» Do not drive recklessly.

« Drive towards a safe place, such as a police station, fire station, or hospital emergency room.

« If you drive to a police sub-station, make sure it is open before you exit your car. Police sub-stations are
not always staffed.

» Use your cell phone to call 9-1-1, and keep the line open.
» If all else fails, fight back!

At your home:

« Get out of your house and go to the nearest neighbor and call 9-1-1.

« If escape is not possible:
> Go to the most secure area available—a room with a lock and means to barricade.
» Make it as difficult for your assailant as possible. Turn off the lights, pull down the window shades. Hide.
» Call 9-1-1, and keep the line open until you can verify law enforcement have secured the area.

« Activate your alarm, if it is safe to do so.

« If all else fails, fight back!

Protection Details

The USMS takes every potential threat seriously. Everything you and your staff report will be investigated.
Many times these threats are unsubstantiated. However, if during the investigation the USMS determines
that a physical threat is imminent, a protection detail will be initiated.
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What to expect In the event a protective detail is initiated

+ If you are the target of a threat, the U.S. Marshal in your district may assign personnel to protect you and
possibly your family. Simultaneously, the USMS will conduct a protective investigation and will keep you
updated on pertinent facts of the investigation as they arise.

+ The USMS will assess the level of the threat to determine the parameters of the protection detail.

« Any security plan requires your full cooperation.

« The protection detail is designed to protect you and your family during periods of an assessed threat. It
may be temporarily inconvenient, but it will end when the threat is no longer present, and it could save
you and your family’s lives.

» Communicate frequently with your protection detail regarding any activities that are on your schedule.

» The specifics of a protection detail can vary greatly and may include the deployment of USMS personnel
around you, your family, and residence on a 24/7 basis.
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