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WORKPLACE SECURITY GUIDE

THE IMPORTANCE OF JUDICIAL SECURITY

Since 1789, the U.S. Marshals Service (USMS) has been the enforcement arm of the federal courts and has the
responsibility for protecting the federal justice process. The federal courts preside over a multitude of cases
including those with unique security considerations. Due to the high profile nature of these cases, the stature of
federal judges presiding over them, and the symbolic significance of court facilities that house them, the U.S.
Marshals function to confront and overcome threats to the security and integrity of the federal judicial process.
Protecting court officials and safeguarding the public is a responsibility that permits no errors. It is a
comprehensive effort accomplished by effectively employing preventative measures and continuously
developing and implementing innovative protective tactics.
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THE ROLE OF THE JUDICIAL SECURITY DIVISION IN COURTHOUSE
SECURITY

The USMS, with oversight and guidance from the Judicial Security Division, employs a national network of
Deputy U.S. Marshals, physical security specialists, intelligence analysts and support staff who:

* Ensure the safe and secure conduct of judicial proceedings.

» Provide protection for federal judges, other court officials, witnesses, jurors, the visiting public, and prisoners;
» Assess, investigate, and respond to threats against the judiciary; and

» Coordinate security for judicial conferences throughout the United States.

The USMS also manages contract security services inside federal court facilities. The agency awards and
administers contracts for the Court Security Officer (CSO) program.

The U.S. Marshal in each of the 94 districts is responsible for the security mission. To further the security mission,
the U.S. Marshal, the Chief Deputy, and the Judicial Security Inspector (JSI) work as a team to ensure the safety of
each protected person. District leadership is responsible for:

» Overseeing daily operation and management of security services performed by the approximately 5,200 CSOs
who carry out visitor screenings and other security duties that make up the frontline defense of federal

courthouses;
* Providing contract oversight for the installation and maintenance of the physical security equipment at each
judicial facility; and

+ Serving as the lead point of contact for all matters of security in the courthouse and offsite.
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UNDERSTANDING THE THREAT

The list of individuals and groups that pose a threat to members of the federal judiciary has grown over the
years with the evolution of societal norms and technological advances that link people, ideas, and the means to
cause harm. Historically, the USMS investigates over 2,000 inappropriate communications to federal judges,
assistant U.S, attorneys, justices of the U.S. Supreme Court, and other government officials annually.

Technology can serve as an enabling force for individuals who intend to harm others. Through the use of the
internet, those who pose a possible threat have found individuals who share their beliefs, potential aid/support
for their actions, as well as new ways to harm their target.

Tactics such as active shooter and other “lone wolf” attacks have risen over the last decade. The need to
understand the threat and your role in the security process has never been greater.

Those who pose a potential threat frequently change targets and may be a danger to other judges or public
officials. These individuals may also have a prior history of making threats and inappropriate communications
that require coordination to evaluate effectively.

UNITED STATES MARSHALS SERVICE USMS PUBLICATION 6
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INAPPROPRIATE COMMUNICATIONS

There could be serious consequences from failing to report
threats and inappropriate communications immediately. Failing
to report threats and inappropriate communications
immediately, could put you, your family, your staff, or other
protected persons at risk. One reported threat or inappropriate
communications could be key to the safety of other protected
persons.

Occasionally, sensitive and high-threat trials or highly
publicized rulings may evoke inappropriate communications
from sources sensitive to the issues, parties, proceedings, or
disposition of the case. Inappropriate communications refer to
communications that threaten, harass, or make ominous or
unsettling overtures of an improper nature directed at a
protected person. They can be delivered in writing, by
telephone, verbally, through an informant, online, or by some
suspicious activity. They include inappropriate pictures or
drawings, and they can contain explicit threats or ominous,
unsettling, or questionable language or references. All threats
are considered inappropriate communications, but not all
inappropriate communications are threats.
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rThe sources of these
inappropriate
communications can
include:

¢ Violent offenders

¢ Domestic and foreign
terrorists

» Members of organized
crime

¢ Those who intend to
commit espionage

e Those who intend to
commit hate crimes

* Civil litigants

¢ Families of the victim(s)
¢ Families of the defendant
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Appropriate Actions in Response to Inappropriate Communications, Including
Threats

« It is imperative that you contact the USMS immediately. Timely notification is extremely important no
matter how trivial you perceive the situation or information to be. Not reporting inappropriate
communications immediately may put you, your family, your staff, and others at risk. One reported
inappropriate communication could be the key to preserving the safety of others.

» Treat any and all suspected inappropriate communications as potential evidence for a protective
investigation designed to identify, assess, and manage the potential risk of harm to you or others.

« Do not share this information with persons outside of the investigation.

- Ensure you and your staff attend USMS training on procedures involving inappropriate communications
on a regular basis.

UNITED STATES MARSHALS SERVICE USMS PUBLICATION 6
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SUSPICIOUS INDIVIDUALS AND ACTIVITY

“See Something, Say Something”

“See something, say something” is a popular slogan for recognizing and reporting suspicious activity. The
majority of attacks occur with prior planning, so be on the lookout for suspicious individuals and activities.
The key is to know what to look for and how the information helps.

You may witness pre-attack indicators. Below are common suspicious activities.

Conducting Surveillance

The goal of conducting surveillance is to research a target in an effort to identify exploitable security
vulnerabilities. Examples of surveillance activity include taking photos, videos, drawings, or notes of:

+ Personnel

« Interiors and exteriors of facilities

« Security features

» Security guard locations, rotations, and roving routes
+ Entry and exit procedures

» Floor plans

Elicitation/Social Engineering

Elicitation is a technique used to discreetly gather information through conversation. Its sole purpose is to
collect information that is not readily available and to do so without raising suspicion. You may be asked odd
questions about your work routine or place of employment. But individuals can elicit sensitive information
through various means—sometimes without asking a single question.

UNITED STATES MARSHALS SERVICE USMS PUBLICATION 6
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Testing Security

Suspicious persons may test the security of a facility. These “tests” Some examples (of

can range from challenging a posted security guard to attempting elicitation/social
to circumvent security features. engineer lng] may be:

» Trying to enter a secure area behind an employee e Store employees offering
employee discounts to

. courthouse employees with
> Following an employee through a secure entrance proper identification. By
simply showing your ID
card you have confirmed
where you work and what
the ID card looks like.

¢ While standing in line at a
nearby store, the individual
behind you casually brings
up the frequency of fire
alarms and the hassle they
have to go through. By
engaging in this
conversation, you could
unwittingly give out the
frequency of fire alarm
drills, the number of false
alarms, evacuation
procedures, and rally
points.

> Following an employee’s car into a secure parking area

» Attempting to circumvent facility security features

> Finding blind spots in closed circuit TV coverage
> Accessing a secured area between roving guard patrols
« Challenging Security Personnel
> Gaining access to controlled areas and claiming ignorance when challenged

> Attempts to gain knowledge of insufficiencies in the facility’s security guard protocol

UNITED STATES MARSHALS SERVICE USMS PUBLICATION 6
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Right before an Attack

Attackers may deploy assets, and this can mean they may be getting
ready to initiate their plan. Attackers could intentionally leave a
bag unattended in a courtroom gallery or public hallway. Multiple
attackers could coordinate their arrival at a facility, then actively
avoid one another during a public event.

Data is the Linchpin

You need to know what information is valuable to law
enforcement when you witness a suspicious act. You may not be
able to get all the information. Remember your own safety when
observing these actions. Do not put yourself in harm’s way to gain
any information. If data is safe to obtain while on foot or in your
vehicle, the following information will help the USMS in its
investigation:

- Age, sex, weight, height

+ Hair color and length

» Clothing description

« Direction and method of travel
« Vehicle plate number and state

« Vehicle description

« Passenger description

UNITED STATES MARSHALS SERVICE
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( Asset Deployment —
Historical Examples

e Boston Marathon: Boston,
MA, April 15, 2013

» Left backpack with bomb
at finish line due to crowd
density and media
coverage

» Had the unattended
backpack been reported,
evacuations could have
occurred.

¢ Alfred P. Murrah Federal
Building: Oklahoma City,
OK, April 19, 1995

» Parked a rental box truck
in a loading zone near the
building

» Observers may have
noticed that no one was
loading or unloading from
the box truck and alerted
authorities

¢ Centennial Olympic Park
bombing: Atlanta, GA, July
27,1996

» Backpack left unattended
near the concert sound
tower

» Unattended backpack
was noticed and swift
action from security
guards greatly minimized
impact of explosion

\ J
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Why is this information important?

This information can connect the information you report to a
person, vehicle, or a tip previously provided to law enforcement.

This is a Joint Effort

Pre-attack indicators can be reported by many people, and those
tips can be provided to various law enforcement agencies.
Agencies work together and share these tips. These tips help paint
a bigger picture, and often provide law enforcement the
information they need to prevent an attack from happening. The
goal is to recognize these threats before they are carried out.

* Despite many Hollywood depictions of hero-figures single-
handedly saving the world and preventing an attack, the real
world requires a joint effort from multiple agencies (federal,
state, and local law enforcement) to prevent attacks. However,
this coordination process may begin with you, so remember:
Report suspicious individuals or activities to the USMS
immediately.

UNITED STATES MARSHALS SERVICE

(I'his is a Joint Effort

Pre-attack indicators can be
reported by many people,
and those tips can be
provided to various law
enforcement agencies.
Agencies work together and
share these tips. These tips
help paint a bigger picture,
and often provide law
enforcement the
information they need to
prevent an attack from
happening. The goal is to
recognize these threats
before they are carried out.

 Despite many Hollywood
depictions of hero-figures
single-handedly saving the
world and preventing an
attack, the real world
requires a joint effort from
multiple agencies (federal,
state, and local law
enforcement) to prevent
attacks. However, this
coordination process may
begin with you, so
remember: Report
suspicious individuals or
activities to the USMS
immediately.
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SUSPICIOUS PACKAGES/MAIL

A suspicious package is any letter, box, bag or any other item that may hold a suspect material and/or has an
articulated threat or inappropriate communication contained within. The details of how it was received may
identify it as a suspicious package. Not all unattended packages are suspicious but they should all be reported.
An unattended package becomes a suspicious package when it meets any of the following criteria:

» The package is left or placed in an out-of-the-way area, such as under or behind a seat or trash container.

« The package is an out-of-place or abandoned container, such as a fire extinguisher, propane canister, or
Thermos.

« The package has a threatening message attached or associated with it.

UNITED STATES MARSHALS SERVICE USMS PUBLICATION 6
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* The appearance of the package itself has:
> different location for postmark and return address or no return address

> unusual lumps or bumps of settled material in the envelope or packaging

> restrictive markings > misspelled words and names
> excessive postage > oily stains or discoloration
» protruding wires > strange odors

> excessive tape

Appropriate Responses to a Suspicious or Unattended Package

« Stay calm.

* Do not touch or move the item, but try to get a good quick look at it to be able to answer basic questions.
The information about the suspicious package given by the person who calls law enforcement will, in many
ways, dictate the response that you will receive. There are different responses for different items that are
deemed possible weapons of mass destruction (WMDs), e.g., a powder/chemical/biological substance like
suspected Anthrax versus a suspected explosive device.

» Isolate the item and contain the area. This includes any possibly contaminated personnel. Anyone who may
have been contaminated should separate themselves from the item, but remain in a close contained area.

« If you are in a federal courthouse, report the suspicious item to the U.S, Marshals Office. Otherwise, call
911 from a safe location that puts distance and barriers between you and the package. The response may
vary in time from a few minutes to several hours.

» Follow the protocols in your Occupant Emergency Plan (OEP). Protocol and QOEP will vary based on the
site conditions.

UNITED STATES MARSHALS SERVICE USMS PUBLICATION 6
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Proper Mail Screening and Handling

Screening and inspecting mail to remove suspicious envelopes before they are distributed or opened in the
facility is the first and potentially most effective step in preventing exposure to numerous people and other
areas of the facility. This process entails performing a visual screening and hands-on examination of the mail.

In a courthouse, all mail that has gone through this process should be stamped to show it has been inspected.
No mail without this stamp should be distributed within the courthouse. If you receive mail in the courthouse
that has not been stamped, immediately contact the USMS.

If a letter or parcel is determined to be suspicious, the procedures for suspicious packages should be followed.
All suspect mail should be separated from acceptable mail and placed in a sealed tub for further investigation
by the USMS.

UNITED STATES MARSHALS SERVICE USMS PUBLICATION 6
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* Beware of publicly available wireless internet access. Coffee shops, hotels, airports, and other commercial
businesses often offer convenient wireless access. However, this access is unsecure and can pose additional
security risks.

Active Measures to Remove Exposed Personally Identifiable Information

Once you understand your digital footprint and have adopted habits to minimize the risk of further exposure,
you can take some active steps to remove Personally Identifiable Information from many (but not all) sources.
Personal information that has been removed from a particular database may be reposted online at a later date

when the company downloads a new batch of information. You may need to repeat the removal process again
if your information is reposted.

» Check with online information clearinghouses for information on how to opt out of multiple information
brokers/websites.

+ Sign up for an annual free credit report and monitor activity/petition to remove errors.

* Remove yourself from free and paid people searches like Spokeo.com. Do this periodically, as listings will
likely reappear.

* Request Personally Identifiable Information to be removed from Google.com searches. Only the most
sensitive data will be removed.

Opt-Out for Public Officials

Members of the judicial family and law enforcement may have options for opting out of public access
databases at the state and local government levels based upon their status as a public official. The options and
procedures for opting out will vary from state to state and across local government organizations.
Government offices that may offer exemption/opt-out options for law enforcement and/or federal judicial
members along with immediate family members include:

» County Clerk’s Office (local level). Example: The Lee County, Florida Clerk of Court provides a form for
U.S. Attorneys, U.S. Judges, or U.S. Magistrate Judges to request to have personal information removed
from records maintained by the Lee County Clerk’s Office.

* Property Appraiser Offices (state/local level). Example: The Duval County, Florida Property Appraiser’s
Office provides a form for U.S. Judges and Attorneys (includes immediate family) to request exempt status
of certain personal information contained in property records from disclosure.

* Department of Highway Safety/Motor Vehicles Divisions (state level). Example: Missouri and Florida
provide forms for law enforcement officers and members of the federal judiciary to request driver or motor
vehicle registration record(s) remain confidential.

» Department/Secretary of State (state level). Examples: The Property Tax Assistance Division at the Texas
Comptroller of Public Accounts provides a form for U.S. Judges, Attorneys (includes immediate family),
and federal law enforcement to restrict public access to certain information in property appraisal records.

It Is Your Responsibility

Reviewing the internet for personal information is the responsibility of each individual. Preemptive
individual efforts by judicial officials to limit their digital footprint may assist in thwarting potential threats or
efforts to gather personal information for criminal purposes. Voluntary programs, such as the Circuit
Librarian Program, should be considered to assist members of the judiciary with this task.

United States Marshals Service « Judicial Security Division » National Center for Judicial Security
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ACTIVE SHOOTER/ASSAILANT

The term “active shooter” refers to an individual actively engaged in

killing or attempting to kill people in a confined and populated area.

An active shooter may not display any pattern or method to their
victim selection. Although firearms are used in a majority of active
shooter/ assailant incidents, those individuals may choose other

weapons that can cause injury or death, such as knives or explosives.

An attacker’s motives can include anger, revenge, ideology, and
untreated mental illness. An active shooter will usually continue to
move throughout the area until disruption occurs by law
enforcement actions, attacker suicide, or other intervention.
Appropriate Responses to an Active Shooter

When faced with an active shooter situation in the workplace,
consider the following actions:

Run. If there is an accessible escape path, attempt to
evacuate the premises and:

« Warn others not to enter the area where the shooter may be.
« Evacuate regardless of whether others agree to follow.

» Leave your belongings behind.

» Help others escape, if possible.

« Keep your hands visible.

« Follow instructions from law enforcement.

« Call 911 when it is safe to do so. When possible, provide the
following information to law enforcement:

> Location of the active shooter.

> Number of shooters, if more than one.

> Physical description of the shooter(s).

> Number and type of weapons held by the shooter(s).
> Number of potential victims at the location.

Hide. If safe evacuation is not possible, find a place to
hide and:

» Find a location where the active shooter is less likely to find
you. It should be out of the shooter’s view, and able to be
secured.

« Lock the door and block it with heavy furniture or office
equipment.

UNITED STATES MARSHALS SERVICE
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k depends on it

When an Active Shooter is in \
your vicinity, you must be
prepared both mentally and
physically to deal with the
situation.

You have three options:

RUN

» Have an escape route and plan in

mind
» Leave your belongings behind

Evacuate regardless of whether
others agree to follow

Help others escape, if possible

Do not attempt to move the
wounded

Prevent others from entering an
area where the active shooter may
be

Keep your hands visible

¢ Call 911 when you are safe

HIDE

¢ Hide in an area out of the shooter’s
view

¢ Lock door or block entry to your
hiding place

« Silence your cell phone (including
vibrate mode) and remain quiet

¢ Turn off lights

¢ Close blinds

FIGHT

e Fight as a last resort and only when
your life is in imminent danger

o Attempt to incapacitate the
shooter

o Act with as much physical
aggression as possible

« Help others escape, if possible

s Improvise weapons or throw items
at the active shooter

o Commit to your actions...your life

P

USMS PUBLICATION 6




WORKPLACE SECURITY GUIDE

* Turn off lights and computer monitors,

» Close, cover, and move away from the interior windows.
« Silence your cell phone.

« Hide behind large items (cabinets, desks, etc.).

« Remain quiet.

» Call 911 if possible.

When choosing a place to hide it is important to understand the limitations of your choices. Cover obscures
view of you from the shooter and provides protection against bullets. Masonry, concrete, and brick walls
provide cover from most weapons. Concealment only obscures your view from the shooter, it will not stop a
bullet. Objects such as office furniture, dry wall, and interior doors only provide concealment.

Choose cover over concealment whenever possible. Understand that the type of weapon used often
determines what may be used as cover versus concealment. Rifles have exponentially more penetrating power
than handguns.

UNITED STATES MARSHALS SERVICE USMS PUBLICATION 6
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Fight. When evacuation and hiding are not possible, fight as a last resort.
- Fight when your life is in imminent danger.

» Find anything that can be used as a weapon (i.e. scissors, fire extinguisher, etc.)

« Fight as if your life depends on it, because it probably does.

« Yell, and commit to your actions.

Law Enforcement Response to an Active Shooter

Officers from many federal, state, and local law enforcements agencies will participate in a response to an
Active Shooter incident. They may arrive in teams with tactical equipment such as vests, helmets, and rifles.

The primary goal of law enforcement is to eliminate the threat and stop the Active Shooter as soon as
possible. They will not be able to stop to help injured persons until the environment is safe. Do not ask
officers for help while being evacuated. Rescue personnel will be in a safe area to provide assistance.

Appropriate Responses to Law Enforcement Officers in Active Shooter Situations
« Remain calm and follow instructions.

« Put down any items and immediately raise your hands.

« Avoid making any sudden movements.

« Keep your hands visible at all times.

« Officers may put handcuffs on you until the shooter is identified. Patience is appreciated as the restraints
will only be temporary.

UNITED STATES MARSHALS SERVICE USMS PUBLICATION 6
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Post-Evacuation

After you have reached a safe location, you will likely be held in that area until the situation is under control.
After you are evacuated, you will be asked to cooperate by providing information to investigators. Law
enforcement will begin identifying and questioning witnesses.

Do not leave until law enforcement has instructed you to do so, and follow any incident reporting
requirements set forth by your employing agency.

Preparing for an Active Shooter Incident
Pre-incident planning can help prevent problems when you are faced with an active shooter.
« Familiarize yourself with your workplace’s emergency plans and review them periodically.

+ Identify your escape routes out of the building from your work space. If you commonly work in different
areas at your workplace, identify your routes from those spaces as well.

« Identify spaces within your workplace that you can use to hide from an active shooter. Know beforehand if
those spaces can be secured by locked doors and have minimal windows.

* Participate in preparation drills conducted within your workplace, and practice them as if there is an actual
event taking place.

UNITED STATES MARSHALS SERVICE USMS PUBLICATION 6
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